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Optimization mechanism of attack and defense
strategy in honeypot game with evidence for deception
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Abstract: Using game theory to optimize honeypot behavior is an important method in improving defender’s trapping
ability. Existing work tends to use over simplified action spaces and consider isolated game stages. A game model named
HoneyED with expanded action spaces and covering comprehensively the whole interaction process between a honeypot
and its adversary was proposed. The model was focused on the change in the attacker’s beliefs about its opponent’s real
identity. A pure-strategy-equilibrium involving belief was established for the model by theoretical analysis. Then, based
on the idea of deep counterfactual regret minimization (Deep-CFR), an optimization algorithm was designed to find an
approximate hybrid-strategy-equilibrium. Agents for both sides following hybrid strategies from the approximate equili-
brium were obtained. Theoretical and experimental results show that the attacker should quit the game when its belief
reaches a certain threshold for maximizing its payoff. But the defender’s strategy is able to maximize the honeypot’s
profit by reducing the attacker’s belief to extend its stay as long as possible and by selecting the most suitable response to
attackers with different deception recognition abilities.
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FATEIZRAR A SR A 5 2 1 S /R v Rkt #2 (MDP,
Markov decision process) #5773 b5 1l 77 5 Yo i 77
A AE FLE R A0 B R BBk 3 i 4 1R Ml 2 5 S 2
P HIE MR BTV

HIENE RIS A TR E LR G IR LU P A
— R REK S HEE WAL H, XEREHEAAD)
PEIE BT R W RE S 1B KRG RFF—80 T
SERBUE#F FIMEE; R B R B Mok
B TWRETEE, P RGO, X EREFEA
REN T BRI & MRS — R AT B 48 2, &
LIE BRI . DRI B AT S S S 1 3 P 3
SRR LA B o UACEE AT KU, X e AT RE R
HUR R, kPR A BRI .

SR, I X AT A SRS I AR AE W T =)
BRME. HZRIRT . — B EIMER LD, K%
FEETER B ER L, BIHAT B A AT, %A
VBT I B ] RS Cnfhig i i 55 A FE L,
AFFEISEN:; —REALZEH BRI 2 A
A, HREEANE, /s AR
A, AR RS v R BSR4 R, Pk
Ja SR R N A s =R R G 4
B4 77 A S I AR AN B 7 A ) 5, A5
Tt A s e MU Ty BB AL AR v B AT 5 e o
ISREEIE SR, AR DUk, & G A R 3)
PR £ 0] LA J5 2R 2R A5 &k m T & 2L 5
B 77 BIAE H., DRI 2B A A I AR At 5 2 2 T
ARSNGB AR R, A D) P EUE R
R E LS, W RIRIE 2RI e T e DY
FE SR 1 SR AR 72 M AR BRI Sk 1] /L. 5 Ab
DT — ARG R 2] TR AN E T ORI
WA, SKERE AR R R
T&FH T[] AR B R A, TN R B A T R SR
) R R Bk T RE AR SRR AR, IR XA E (1)
BT 4E) SRS

0T ] BN A4S B SRS R i B o, I R
TEAT R AW I B 12 ) P TR 2R A5 A 4 iR A2 Lo
e, @ELhrEMIEEE R E X, SGEmEe
R R RS B Rk EE, IET RO
Y i) SR 771

AR ZER AR P iRl 22 S AT 45 S, X E
AR AT T ek, AR IR R R A A 21 Tk
TR I FL it A /ME (Deep-CFR, deep counter-
factual regret minimization) EARW T T SRR EZRIT

ARG SRR AT L . RSO EE TR R .
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€ B RE

2) LA IR RE R 1 TS X7 Al S s 54T .

3) ARMIR G SRS A, Ui/ MUGshEiL#5
B st IR E A B AR, Wb Bl 7T
Deep-CFR [T LLK A 532
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(1) AR A BR AL 2% 2] 77 i . T2 IR T7 T, Wagener
221p) 22 4= hh5% (SSH, secure shell) P I H W
M5, FIH 2030 M A @ SSH % 511
HE A IR, HE A 2 [ AT Bt da
L (VP 5APITHEIES (FHZE), &5l
RGBT R T HEHER BB IEME R . Hayatle )
DU 7 W 28 5 R 5%, R 25008 58 2105 B3
AHEZR RS EFEAE S B M R, 3
17 225 SR 2 PR B RE A R BRI L) [, i B [ 42
—E WM R R, RO T —F
28 . BfFE X M4 (SDN, software defined
network) A1 docker Fi AR & KN A EMER I TR,
R MR, B R R A
I B O A 56 415 B A H R 5 I T
Tff 2 JE 3 A oh B LA RT AT RN

IR FH, SCRER[2]3E s [ S T SRS SR
BHE R e VUSRS, STRR[3] A KA 1 B AL A 5%
R B AEEERE, FEH PRI 35 H e X
TEMER R RS E R, BE IR B R
BUiti J7 18 & A8 Ak DL RGO Foh A8 A %o B Bis X7 ah) AR
EPERI M SCHER[4) B K T EER BARAT N, B
FERAK R FERES RS, 8T8 5 1A
b, TRl H A Bt i Bo 1 2R 4 AR 4y 2 A L
IR, SR PAC TR A1

SRALE 3] 7T, Wagener 25151t T Heliza %
W, MR R TIRZ HA R IER R 2 ) i,
WNFETIREE Q MEZRFIEIT R SSH s B HE R
GRlOT | LR SR AL ST TR R O R B L &t
it [ 3 5 R T R B B AN £ 4 e v
P43 H7 #) Modified-Cowriel' . 34K 2 > 25 HE 3L R
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AR X B Uy [ 8 SRR B B AR Y, X R
FCRUE T S (0 Bk 7, 7R RN S T AR Y
Wi 5 5 AN W ZR S VA 2, IR AT RE TR 2415
FaE BB TESENE o (B2 IR B TARLE 2 LB sh e )y
THI BEINAm 3, JHosw ST s i i B R g Mt
TR ATk, BBl R W N SR TR
L, EERT DU PR I 3 LRy, LR
MEEBAT TS, AN S8IE T AR A,
B H O R R BRSO AS E Cn TE
AR B, M0 A2 T R B R 3R 4 IR AR
T, 1 BH 28 B 48 2 AT I [ 38 S KR FE 4
FH It 75 % 95 40 75 2 AL 2 AR . X O i
40 R O AT 2 B — 8 PRI ESE , Bl
X R B WE A R B — € BRI EE 77, W0 Pawlick
i VU250 - 27 0 0 B 1) I 4% o I 4 7 Sk % B R 49
MRGMR RN RGN 5, FIAE SR
BRI AL e ZTAEN T 2 Mgt
Wt 7 % B AR 5 R 2% 0 AR A BN H 4% R R
DA R B — R Re T, BJa o AR B T A Ok
Pyt g I . SR 3L H AR AR B EEAT O SRR AR AL,
H R T A ZR i 72 (0 35 SR

TV AR T FR IR I A SR AL 2 S B BT 5, AR
A FH A G 8 5 R AR 5 VE A% gL s AL 2 ) BRI
TE AR BRI P 5 0] 77 T RE 1A R - BLA B U
R T R KB 58 25 B IR 10 R B A 2% &)
SRR, HLRI) P VAR 8 422 IO 2% 1) R BT AL B e £k B9
R BRBLIRES S8, RS EIE
TRA TN . BRIk, KB TR s Ak 2 ST (I oA
TRA g S e gk o, BERETRAME Sk 2 3]
TPEAE RN S ] S A B 77 A 2, LRS!
X K R L2 i 25 15 e ) A U SRS

2 HAERRIERERNE R

BT Bl R, ASCRIE s EE R,
T 2R KAEGEAN TG B3 A T B A g aly
AR B UEH (%) % T 2R B8 (HoneyED, honeypot
game with evidence for deception): [Jjj il /5 1] PA{yifk
iy 145 B AR AHBH R B i A BT, (ER XA i
FrAETEE R A, Bk 77 W] LA 48 7 PR SR U
KFBOATINAE, A& BRI tH B4 77 1
WIAT Hs Bek 70t TR LSy CERERA
RYD A—EREE, FFRYE 7 e S SN 5
X—E&, Foamddi s ek,

21 HEBAEREX
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iy (attack), BPARIEIHap 2 1bBiE 74047, H
A Bty TR HARAEE B ZRIBH Cexit),
BT 5 S SR 32, HadiR SR

B 77 e 18] BT A VUK E: —=2
7F Callow), HP#ATHGE a4, IR [ SL e A5
B TJEFZE (block), BIAHATE S @4, FFiR
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FEAE R, DL i BH 28 3 B0 Mo 77 M Bt R IR
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WYmuEdE . EEXTBIEETT I RBHE S, BT RE
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AR IRAT 9, RO IR B AT A B B T K AR
tH. HoneyED iz BRI B2 2 XNk 1 Pz,
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A=(4,,4,)) S5 N {E2 . 4, ={attack, exit} ;

A, = {allow,block, f-allow, f-block}
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¢ B 4 R A
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S AT Bt DLAGHAT IR s o 5 B i R
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R R S 5 BB S T B 7 R B S & A, 4k
ST P R EIAME IR RS N — P ahiE, ERIH
IR B e RSG5 IR g . gt
TR Z IR B s, BB B Oy — R SR
BB A T7 AT —IRENERN AT T — 30 1H2%, BEE
B 77 B E &N — R g

3 HTRERISEKER
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3.1 HHERRIEERN—TERER

R T R H AT R R AT
BIAT S AR S5 HITE L, A SRR Z D9t A R 9 4
— B E S (1SA-HoneyED, honeypot game with
evidence for deception that requires one successful
action). P 2 451 T 1SA-HoneyED fig5id e, H
Mok J5 AT A S e P 2 T AR — & ML
A EE MR Y Py o BMEAE— D s R,

RS A RS 2 AR HAIR (—RIEED,
i, B 77 RAE T LA i 24 0 b B e £ i PH
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AW SV AT A 13 LA D TR H

B2, ORI R R R, RS (5
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Wi 77 e 95 & PP BT A I — %6 A BRI
allow 2{# f-block AR, B fallow (TGit
REHIRAD, ¥FEIE TN NE TR T Bl
FE25 BB A 7 S TR BOR H 1# g, S0
ZRgE . MIHZRTFIE (WILR1EE B BIZRAE R
e FERR AN — 1SA-HoneyED.

KTF 1SA-HoneyED, HLL N5,

FEIE 1 1SA-HoneyED £ A [RI#HZE,

1SA-HoneyED 45 A LA N Al fig: — Bk 77k
NHE OIS, HBiE TR allow A1 f-allow K
BN S8 SRYGE TR T IR IRAT N, BRI
SE BT I FRIR Y, B fallow # IR AN
f-block #E N FE . FFRIEN T — 10 2 1 o2 B 0
% block BLHEFE f-block A W, FITEZE
e 3 A R FE R AT IX 2 B O R 1R AR
MR —EHFFL. N, X 2 FiFe—E 5
1SA-HoneyED S5 W [FJUER, JRtseiEre 4 4~ 5]H,
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'
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f-allow
Toblock i fblock

block

WA

f-allow
f-block

AR

block _ O

_ ___________________________________________________ =' 2 f-allow
f-block

block
exit

B2 1SA-HoneyED {#Z5id 78

IERR S EEEAESE n RCTHZRE A EE allow B
faallow ,  H 3% & 0 &2 W 2 it m N
l,—r,—c,Ml, —c, —c, » HEF block F £ /DIR1G
I —c, falas, HN

l,—c;>l,—¢c,—c,>1l,—1,—¢, (1)

FITCAZE n 5o B WL H¥ allow BX f-allow 3R13 1 3F
A BRI ES, AT allow B f-allow tHAS 2 AR
fE. EEE.

5132 2 1SA-HoneyED ', X 5 %F Bl 75 N
BE () PR B B 1 2 8 B BT

MERR BRCE n BRBGE T A VIIRE S P, )
BAGENP . HEREIES t-block, ZHHA p, 1
MEZR G 7 IR I ERGR H,  BRI S H s Zedi 77
TiEAEI ) f-block 4 HH I, FLA s e AR A
FIRTRETER P (1-p,,) » TR /G E
HAATRENER p,(-P) , FIERESEH N

P" _ P(l-p,) )
po(1=F)+F(1-p,)

F7 B FELEFE block, NI

P

I Tww 3
Pa(I=F)+F,

B 1-p, >p,» XEA1>p,, FILLIRE
LRI BNE, ¥R P > P, o IEEE,
5132 3 1SA-HoneyED H', {5 &K 3

PN =Pl T R exit
a ptlra

B H AR,

MERR RS BE 1 AIG| B 2 AT BTG, B
BRI T EVIEEE P, o H £ (P) FRLL
P oAIGGAE & — D s IR M 7 Re SR AR 1
Has, ORI EEA I EE allow BY f-allow, #
EHEE PR block, Xk /7 3RA5 R BRI 25 9

n,=b(-c,-1)+p,(1-F)r, —c,)-

c,=P)A=p,) =P, (=L, = p;r)+pir,—¢, (4)

7 B IR R f-block, NI

n,=b(-c,=1)+p,(1-F)r, —c,)-

c,=P)A=p,) =P, (=L, = psr)+ par,—¢, (5)

r, —C r —c¢
é\mgo’m‘?%gBPtla aoEEﬂ:ptla a1,

la +prl}/:1 lﬂ +ptlra
s r —c¢ .
H%ﬁ@%ﬁ@ﬁzﬁf—ioﬁkﬁ@T,W$
a pzl’?z

J7 k4% attack FIRPI IG5 T 0. HTREE
ZREC R BISE N, B 7 R AR R A R B 28
e, i R AR AR A S TR S ek R L
DR b J5 S e A 2R I B B SR 25 38 /N T 0, TS
WIEEUNES [0 (P) 2 JE 255 Fe TR 2R R B HH R A 25 11
IIBUE, DR R 505 & N B 7 4% attack (1)
WIS /N T 0, B 7 BOZAE(E I8 ] PN Bl
IEFE exit FIRIB HEZE. EEE.

313 4 PEAE EREAWILESE block 1 f-block A
BN, Bk (Ea—wis® P .

exit
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MERR HH5EE 2 v1S, MidiifE S BE R A X
iR B, QMG EH, Hidid Q)M
KOS, XWTR—%EEES, block FE
5 B85 A S R, R R IR B 25 EAS T ¢ f-block
RGP SIS T E AR P . T RRAE

PR RAIRE S, K P, EHEROR.

NENOLL
L 1= L L _
P, ! 1-p, (Pn IJ ©
BRUATHE P, BRI :

1_pvh R)
EE?ILQ, A imP, =1, FEL—EELE m,

Pw e
fiip, > P, BEEEAWIER fblock RUIRHIK T
MU EZIER PN o AFEE.

SEFE 1 UEI RN . BT fblock A AR
block &' FHMTH I EEARIGK, YEEELZHK
B PN, Bt RAZIETE exit IR H AR, ATLA
73 | fblock K # K 7 M block — & F
1SA-HoneyED 253, [A 1tk 1SA-HoneyED & FR %55

<p, Bl%E

0

10 min 3\ Pn?, —C,
R :(h+zifzxpm;—%)
B —IX block 53 FEHGE /T HIER Y, 1E
A%, 1SA-HoneyED FHI3AfiT4E R ANZK 2 Fizw.

HF M5t 5 &k E PO I, S E R RIR
HY R, TR 2 35— (WIS & X R [PSA1] R i
147 M (exit,block)

HRERA MR UE TG SN P, BHEESE fblock
AT ERE SR TEEET PN HP< P!

Po(pat, —¢,) ’PlsA] . 1E
(I=pu), +c,)+ ps(par, —¢,) -
BEIX AP, EEHEIERE f-block ARBHIRAEE block 12
ASFRREAAT P, B fblock

BB L —c,—c, » HFF block FK7H &I
I —c,, BHNZEHE block. FIULEIMGSE &R T

%ﬁ@@{

{ Pa(Py ~ ) plSA] .
(l_pvb)(la +ca)+pt2(pt1ra _ca) o

N T 1 i B attack, TEYSCEE HENY block M v
JEEFE exit IR A, DLLIHE, FTXQ)HHILh
B P AKHEIL B /ME B™ , PLECEEEPTRESR
IR RN, R RIER 2 P AR 2%

=2 1SA-HoneyED Hit#Ei45 R

HIUG{E 2 X 1)

Htias

Lte —_tts 1SA
G 7 L]

l—¢, —p P& PISA]
l,—c, | A=p,)B+p,a o

2
P& P&

3 2
P& P

L (1= py)’ B+ pha’ (1= p)B+ poa

(exit, block)
(attack-exit, block)

] ( attack? -exit, f-block-block)

L (= p,) B+ ppa’ (1-p,) B+ pha

-l n-2
D & P @

) ( attack® -exit, f-block? -block)

. pis'a ]
0 > n— n—
L A-p,)"' B+ph'a

L A=p,)" Bpha’ (1=p,) " B+ psia

] Cattack™™" -exit, f-block" ™ -block)

attack” -exit, f-block”™" -block)

e e [51]
py 2t (B

(exit, block)

(attack-exit,block)
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T 1SA-HoneyED KB 4558 . N 7 FoRxJ7fl, H o
TR pyr,—c,» ABFRINL +c, - K2, attack” &
INBL U7 16 HE n K attack

32 HEHIRLEENRTSRE n SEEER

FH S ACAIR 77 00 5 A7 S0k 1E 458 ) I 28 2 m 30
WE T ZEHEAT 23 M, RN B 77 75 B Dl AT S 0T
n(n=3)IRAT B A E AR5 TS, Al S A
2SA-HoneyED #1 nSA-HoneyED, 1534514 ik
WIR, PREIERRS], b 2w B A2 B it FE

EIE 2 2SA-HoneyED /2 HFRI%ZE,

I 3 nSA-HoneyED & F R 1E5E.

T 2SA-HoneyED H 4 i#ik4% allow Bi#
f-allow J5 1z Bk %] 1SA-HoneyED, [KIt3ET
1SA-HoneyED [J34fif iz, nI LAfS B 5 26 A0
2SA-HoneyED 147 45 1 73 nil tnk 3 M5k 4 o,
R A4 DURRIA 3 P 0 K Hous B AR B %A 4H.
Eo ARRTIE, H PR RoRBE TR AR 1S
v, +2p.,r, —c, = p,c, —2Pp,C, o T

2
A =Pl
l,+2p,r, +2p,r, — pac, —2p,e,

2par, +2p,r, —¢, = puc, —2p,c, o
33 HIEERSH

SAAT 3.1 TR 3.2 RIS R, AT
DIAS B0 N AL 18

D) F& Ok S80S iR R,

2) HF block Fl f-block 4 KM & 1 ¥ 77
G, FEBG T ERIES R EEZ DS, NIlHFR
MRS, BRI Y, E IR R
AT BB ARIAT Bt R 4

3) M 7 B B AT S B, R R X
Bor, 2N PH 2E B AR P FE i i 4

4) MRSV B8 1B, BT RS
VEREA R PR AR RIS, ] b 28 o AT 1) 3 % R e 3
18, Bl BT R IR IR A RE it s, R IRshEw
BRI R, SBUS LR RN, E R
FLH A

b 56 BRAT 55 B 3G i, 23 2R e 1 vl 3
%, EF X Bu 7 R B RE 7 15 T R Y 1 A 1) M R
Bk, BN# 2SA-HoneyED 4R Xt 41 25 tH 47 7] #g
R R T S aF TR 3 i i S E D WL
T3 58 AT 55 35 BRI B8 71 S8 E Bl R A 38 i
W

4 nSA-HoneyED iG{liR & RBEISETKERE L

AN AT R A SRR T R B, BB R
A R T LAGs HAR IR 2 5 NG A 2, A5
W 7 HERR S I A5 15, AR5 3EF Deep-CFR 311
SELIE AR & G BRI AL, TR ESITIR S
A1 A R L) R REAA

S FH szt iR B /MY (CFR, counterfactual regret
minimization) i B RTRAT KRR 58 14
SRR RS R L, AR DB TSR
R s THATENE a RS 515 B4 s 1
MEZ MR ZER, BEEE, SKRIFERE s TH
ITEE a BOMESR, R &/ IME B AME B AR R B I
B R LI B M 4 R BHRAE ) H . CFR 8950
B UOE P B REAAESE BAE s sl E R EEm
2, M HAGBEEAUT A IS RS 1F 1L FE
[ °F 23 5 s o Deeep-CFRI 1 FH o 22 [0 2 1) 3 K40
RS, MIERAOME M 2 A TR, R R
>3 Ky S S O 24 SR 3 AL B A 3 AR R - 2 5
W, de 2 GRAT 2 Y SN X 45 e AT IR & T
SR F) U977 B e A
4.1 EFHE®It

H AT 9T F 226 Deep-CFR I H T4 b v it
RIS RAL, XKW HIHE mi e S5 AN [ &
e, HiEgpdfeh A RESHER . A3
£ Deep-CFR LM I, T[Hi[] nSA-HoneyED H ¥
W B ZR AR, 195 nSA-HoneyED LIRS
5 W 1) 47 SR A 575 (nSA-HoneyED-AMSEA, ap-
proximate mixed strategy equilibrium algorithm for
nSA-HoneyED ),

Jii Deep-CFR SLykALFE 2 AN Al FH i i £k
PRI SR 25 (1 71 2 535 Deep-CFR A T 1 2%
()3 JFj 52 TRAVERSE, Deep-CFR i/l TRAVERSE
PAFMMEREAFRIEFEA . nSA-HoneyED-AMSEA 7E
J& TRAVERSE [ 5:ili 380 7 45 & 56 3 Al a8
TR, 15 20 A 15 & BRI g 0 P VA
( TRAVERSE-BU, TRAVERSE algorithm with
belief updating). TRAVERSE-BU 7£ & — & B [y
XTTRYEAN B M %k Bl fE Ja, B TRRE ST
SRETL I U7 B BV i a s AR S AR A DL 9 ) o
HIEWES, HT N8R e 0o EAE &
FRE— 20 BB, B JE SR A G I W2t v B0
5 R B AE PR R AN Rk 1 ML 3 PR



1,2,3,4,5,10,14,19,25
1,2,3,4,5,10,15,18,21,25
1,2,3,4,5,11,14,19.25
1,2,3,4,5,11,15,18, 21,25
1,2,3,4,5,12,15,18,21,25

Pil

Pl PZ'SAJ
L A=p)B+pan ™

1,2,3,4,5,8,9, 26
1,2,3,4,5,8,10,14,19,26
1,2,3,4,5,8,10,15,18,21,26

p1277 j
L B+psn A=p,)B+pon

min P!l ]

(attack-exit, block)

( attack? -exit, f-block-block )

( attack?® -exit, block® )

11 RENAESE: WA RO E 45 (1 2 2 I s S ms AR AL ML ] <111 -
%3 Bg &M
s RECRE w5 ERKN
Pa(par,—¢,) Pialn
1 P S1- 14 -2 —<p <1-p
2Pty + 2P0t =€~ Pu€, — 2P0k, (I=py)Ps l
2 2 2
+2p, 1, =2 +2 -2
2 ¢, = PuVyT2ePs 1y —2Pply T 2P Pwly — 2P Pl 15 pu>1-p,
Pu—Ps(=p )1+ p,+2p,)
3 Pus <1 7p22</(2pt1r;7 + 2p12ra A 72p120a) 16 » <1- (1 _p»b)prs
Pa(par,—¢,) P
4 P <1_p12(2p11ru+2pr2ru_Ca_prlca_zprzca) 17 P >1_(1_pvb)pt3
vb T va
2pur, +2psr, —¢, = Puc, —2p;sC, P
l,—ci—cy PP P’ Py
5 Py < 18 —2—<p, SI-—"2—
l,—¢ (I-pw)ps (1= pyw) P
6 » l,—c¢, Cp 19 l,—¢, —Cnp—Cpy = Duly + PiCa <p l,—¢, —Cp
" l,—cy 20, —c)=cy = Puly T PuCy "2(l,-¢)
rte li—Ci=Cpu=Cu = Pals + Pus
7 Py S1-——L 20 Py < e e
I, —c, 20, —c)) = ¢y = Puls + Puty
r+c l —c,—c,
8 po > 1-——= 21 P =
l,—c, 2(,-¢,)
9 po<1- DiaPu 2 T ~Cn <p.< Ty~ CutCp + Pl —€0)
(=pw)pss li—ci—cp+(=py)l, —¢,) 2(,-¢,)
DiaPa P a "l
10 PR NS (R 23 Py <
(=-py)ps 1-p, l,—c,—cp+(=py,)1,—c,)
7, —cp,tc,+pu(l,—c
1 1 P <Pu=<l-p, 24 P, = Wt CptPw(l,—c,)
1-py 20, —c¢,)
2 p.>lop, 35 p el
~ Pw
2
Pz Prz przpn
13 1 Z_<p,<l-——L— 26 Py<i——
1-p, (I-py, ) RN Py
=4 2SA-HoneyED 145 R
Bk &1 fE& XA Yyt
1,2.34,5.9.25 [PEM1] (exit, block)

1,2,3,4,5,8,11,14,19,26 B,
1,2,3,4,5,8,11,15,18, 21,26 L B+pan

[Pt
1,2,3,4,6,10,15,18,19 PuPi s
1,2,3,4,6,11,15,18,19 | (A-p)B+pypsa’ ™

1,2,3,4,6,12,15,18,19 -

min

PP ]

L A=p B+ papsa

(exit, block)

(attack-exit, block)

( attack® -exit, f-allow-block)

1,2,3,4,6,9,10 [PEM1]
1,2,34,6,10,14

12,34,6,11,14

1,2,34,6,10,15,18 21
»2,9,4,0,10,15, 16, I:Pﬂ ’Pei‘slA
1,2,34,6,11,15,18.21

1,2,3,4,6,12,15,18,21

)

(exit, block)

(attack-exit, block)




112 -

R L

43 %

Bk WAESHERN CFR 2R P 5%k

WA JEIRENMERFA R[], S5 N p, £ 1
E PR R 2R, B ZES 5 NI E R 2%
246,60, #ZES 5 NIMERAE M, , T 6)

BRI M, B FEAE P

wWE =5 p WEZRE D
function TRAVERSE-BU (4, p,6,,6,, M, , M, , P) 9)

1) if h S22 IEIRES then
2) return 2S5 N p s
3) else if P(h) = p then

IR o' (1)
5) forae A(h)do

if p = 2 then# & B fill 7 1R 56

4) SETAME M K TIE v (1(h).dl 0,) 5

7y ETES P ASIME o TH X
8)  MRARBIE a F T DU U R 5 & P

.A/lV,MH,t,P)
10) forae A(h)do

v(a) < TRAVERSE-BU

(ha, p,6,,0,,

1) 7(l,a)«wa)- Y o(l,a)wa)

a'eA(h)
SRR F =]~
WIIRTE &P AR
EARe Bk i se ik
{55 BRI IR B
N~ {HFEE EAEp
(Bt 77 B )
p_reward =0
» TRAVERSE-BU(h, p, t, P) [*
TEFRL R
hjallowFif-allow N
e W IFlp_reward
Nk H Blexit
)= |
FRIEAT T RHHE P 45
HRAEP R 9 25 RS BRI EahE
WA BELE 23 (] A RS PR
FHEZ2 AN P(I, A) FFARAEP(, A)
PP, A) wFENEa
L]
TRARPFIab SR A7
Zliiﬁllﬂzﬁéggfend_reward ﬁ)\%& ? R
p_reward = p_reward + (I, t, P(I, A))
defend_reward
Wil J7 Y 7
SRR HARP RT3 2 ‘ 7
B2 P=Bayesipure(l’, a) Beidi i e
g JINLIE ) | BEPRIPUL AV
}ﬁﬁéiﬁﬁf%a%?ﬂéﬂﬁ Yrii 5 A i fattack
Mk VU a)= rewardp_reward =
TRAVERSE-BU p_reward +
(ha, p, t, PY#:%| B attack_reward
MR )
for PR 45 3 MRYEPFIPUL, A EFHE &
Y - HAAMHE RIS P:Baye(s_m)ix(P, a)
TRV (L ) RIP(L_A) AL 1, 1(D)
e ;
SRRAEA(, a), -
A LFAr, a) \ %%%‘%ﬂ
() @ FihdesE

%13 TRAVERSE-BU Sk fE



11

12)  rEREAS (2,7 (1) FAFEATL M,

13)  elsettze X TR FE &

14)  ETREM% O BIE (1(h).d 6, )i
HINWFEFEMEE o' (1)

15) SRR (Lt,0' (D) HAFEAHE M,

16) %M o' (1) ik a

17) if3— p =2 then#SE Bt J7 1h 5

18)  HEF(EE P MEMEEREE o (1)

THE I
19)  RIEIEILEFEE o (1) F T Uk
TSEH 5 P
20) return TRAVERSE-BU(4a, p, 6,,6,, M,,
M, ,t,P)
42 ZRER5S

AT I8 A7 SR I SR AR R, B E P
15 RS 1 B I A
421 KR E

IO T SSH Wi, 5% CHk[6,15]3
H A T VER E AR A S B U, W Bk
T e AT 5 T 2 2 30 o RERTT Buids 75 B B R )l e
FIRANIE BT MG IR, R 3 Pk O iRl it
HéE: {p,=02 p,=04}. {p,=04, p, =08}
M{p,=07, p,=08}, FHAELML. . &K

I 1R 5 RE
SSH ¥t o, Bty 75 o] LHAT R G5 B A i
W TR B LRBITEREHRS, K

ke E R RSE TR 5T, mE
W fe NI TR N 8 As 47 R oRe o T X 7 L
AR E T RS EHER., &T
— M, XTBLRTRTT A A [ AT A, AT
X]L»ﬁliﬁjfiﬁtﬂlﬁﬁfI/E\—Fﬁ‘—?Tﬂﬁ%é\ﬁM{%ﬁE
Hlg . H, attack AR T AT S TR T
#H 5 AT 4, allow. block. f-allow fl f-block
TR EGE P B FAE, BP IR AT IR [0 R R
RS Pid SO Can B e 5 4 T 8 S0 S
S EORESE D). i R ZE 13 B (M 0 e k4R
EEE DR
PRE 285 N FE N 128 W1 L BIEIT A1, R
F Adam A28 SCIL N 28 S 800, B — IR AR
ISR 10 K. KIS HO B AR 5 iR,

SRR . A JOR S VI 90 2 0 1 2 5 S s A1 1 L <113
x5 KB SHIRE
SIS AL EE
Ykl r, 7
5B 1, 10
YA ¢, 2
PP ¢, 1
fallow il A ¢, 3
f-block PG RAS ¢ 2
VIHES P 0.1
Pua 04, 08
Pu 02 04. 07
Py =P+ Ppas Py} {0.89,0.10,0.01}
R 0.001
HLK /I batchsize 6400

4.2.2  FoRSES AT
K 4 JRoR T1E{p,, =0.7, p, =0.8} A& 2SA-

HoneyED-AMSEA iz 17 i F2 H 45 2% A8 il Il 2 it 72
PIEAAEOL. B 4 ATLUEH, 3 000 (RIlZRRIAT
B R UFFRSROR . BT Bk gy s R A 1l g,
DRI IHE T2 5 00 L 19 8% LR o i WAL S A B

6 000

—o— it Jy
5000f —— Bty
4000}

o
& 3000f
S
2000
1 000
* * #

5000 10000 15000 20000 25000
WFRKE

(a) HriE ML B

—o— Wil Jj
—%— Bty

F
0.40
035F

030}
@025 |
K
=020

015t

o010t

005

0 10 20 30 40 50 60
IR %L
(b) s ML 2

B4 1 {p,=0.7, p,=0.8} A& T 2SA-HoneyED-AMSEA
TBAT IR AP B AR BB I S R AR AL



<114 -

5

o

%

i 43 %

423 FHIRFHHLERSHT

5 BT 3 MmN ASE T 2SA-
HoneyED-AMSEA 121713 2 F kM Z. & 5
S RIS, A RaRBUE TR, D RoR
EHERKE, N R “HRY, BESLOT ARRE
ZEEE. B S R TR RT 0.1 MahfE, HR
T R KR SR 2R AR .

5 o, R B A AR RE ek RITIRE XU
BRI TR E IR G KRR, KtbE S
Wi 77 R Re 1G5, 5 SR I R e B IS,
BRI ) Tk R S . T AE S ECE
SR A SRS I B 77 R Re DB b, Seie 5 ER
IIMTEE REEAR L VR I T .

B, B4 A T LA1S 2] 1SA-HoneyED HH I

7 IR 2R o Dole — S 2 0.3, 1

« T Pul,

P 5 HH 24 7E 1SA-HoneyED H 8 % 4% f-block 5§, block
SEESKT 030, Tk ¥ IR BHR H
1%, U DU KA HITER A R o H B B0 5 i S AT
BHEZRNESRIE, SEROITEREE.

F—H, X4 p, =08, HEEEHE T allow;
M p, =040, EHFEEET fallow, X— 5
B ativG. FEXRHY1-p, <p, L8R

j( %: ptZ(ptlra_ca) Bq— ,
(l_pvb)(la +ca)+pt2(pf1ra _ca)

A~
o

Ea

r —c¢ e
p,, <~ ~0.44, N % HEHE 2SA-HoneyED H
—c,

penetrate
(04)

(0.4)

HF f-allow, ANEHF allow. Flh, ity

l

—c,—c N
*ﬁ %ﬂ P <%z078 H E %Ta 4/_"3 /J\ +

a —Ca

Puo(put, —¢,)
(1 —Pw )(la +c, ) + D, (ptlra - Cu)
PR H S iz E 537 09 0.04. 0.06 F1 0.11)
I, ZEHEKTE 1SA-HoneyED Hik % f-block, %
ME#E block. B 5 BIRiX 3 AN BIETE S5 H 4y
A& 0.064 0.09 F10.10, SHEIELE M. DMK
JR g VR M 2 2EL S S B, S e R A B 3 R K
S BRI R S 56 U SR B[ A VR A SR I, f-block
SRR B RN, R G T B O gk S B
M 3R A 5 S TR Y 2, BT LA S O o481 1m) T ik
$£ f-block; M =y K B 15 31 A %6 2H & A S 56 R
FLER I B /N2 N p,, BEK, f-block AT block
R KR 3B 7B 1M block B 1E A
TN
4.2.4

QLU T

FHE R B AR

AT BRI SRS (et DRI
5 =20 IR AT L R (g5
2B ENME, BN block). Th%E CRELSGA" &
G E LM, B allow. f-block. block
3N 0.89. 0.104 0.01) FIEAER Dy skms (£EDy
BmE I FERE B f-allow /8% allow, B f-allow.
f-block. block 73525 0.89. 0.10. 0.01). LB
T R FIEII SR R ReR . B 6 JEB/R T XTI
A .

penetrate
02)

f-block
(0.97)

attack
(0.98)

not penetrate
(0.8)

penetrate
(04)

53 ARG IR AR AT 2SA-HoneyED-AMSEA 184715 2 (50 1 1 3R AR



311 RO A RO UE 8 (1) 3 G 2 I SRS A A AL 1) <115 -
L T, il - 7 1 SR R B 3 £
F PR KIS AT, S R AR AR et Uy
AT BB A, SRR R ()
of AL S
.| 4.2.5 HEALH R IREATEHRRE R h
5 L 7 52 M FE 58 7 S 4R AT e 4
Eop V/ SRR TS W AR, AR A ) 2
x| % BOO O R . T 7 RN T MR A
% (py =02, p,, =0.4) FEGII BRI 2 K.
.| % 4 8 Y SR L R
0 / WL T ATBUG 4189 2SA 1, HHEEY)

i
Wi I AR A RE )
El6 sGbaixtLh

M 6 FTLAE H, SR FH SRR B I SRS I 3
WU AR IR . XTI R s BUE TS R F
B E 5 KR I, 1 f-block 1 block ¥4 T3
BEoRRIREEK, BRI RS A RE
e R e R, Sebr bR BRIRE — Rk R T
Pl 25 5K W Ve A 7 R AE BU T7 3K B 1R i g D LG
i, f-allow AT T allow BEFRIFHE KRS, [F
i 7 B 7 % B 58 AT 551, block #HX) T allow
S U IR #E R AR O e SR ) U A =5 L& Bl A5 K
B IR0 e 7 BB =, S0 A R B AR I R R P
R RS R S R el AR R T E S d
J7 KRG S, BEAE S BN R = By 77 M BE I

penetrate

(0.4)

attack f-allow

attack

ot penetrate

attack allow

allow attack

G IR B LA M3 I8 4 f-allow, 11 i LA
RikPE f-block; M1EZE N 4SA I, HEELEWIMAM B
DU K ME % H% allow, HAEZZW/N, fallow
IR IGR, 1 JE ABOR AR 18 5 f-block; 1%
N 8SA I, EHELENIUGHY B LA KRR 1L+ allow,
a2 5 4SA —3.

B T 0 B i B B4 2% DA — 8 WA 4 i 7 1R
A, FEUE GRS 5 SRS 20— M
FROCGELEIEFE 3 IR fallow, J5EEX005 ZR 4k 43k 1T
IR N (1= p,, ) ), BRI M R AT 75 B3 T Bt
A A BB NI, 8 G — F AR R B0 8 e b
allow, #535 BUeh 77 ol 4R BUeh IR BOZ a1, BT
10 7] T3 f-allow, Bl 7715 &2 FF, 1EF% exit
(PR 2 T RABR O, AT 3 03 R o DG BV I WA 2 1Y
RHL,  FE T ERE f-block.

penetrate

not penetrate exit
(0.8) 'A‘(O 99)

penetrate
(02)
f-block
(0.66) »(N) not penetrate ~ exit
f-allow (0.8) (0.93)

8SA attack allow attack

attack

02)

exit not penetrate
(0.94) (0.8)

(0.17)
(0.54) ‘@ (094) ) ‘®

allow attack allow

penetrate

f-block attack
(0.83) (0.72) (0.6) (0.47)

1l
(a()»(]’gv) (0.11)

attack

hlock .‘ pvmmpwy | )} P
A4

not penetrate f-allow

7 R AEE {p,, =02, p,, =04} FEEE M TERIDPAT 2 R 4R, 8 IRV 55045 1



° 116 -

5

palll3

i 43 %

5 ZERiIE

BHEAT DN SR PR DC A A B T S B 1 R
HEREK, MRV TRFBIHESE. A
i, DUA SRR EN R . A LG BB R e
AR AREE SEBR BT L, (RIS B S L )
g R e M KL, A5 SRR R
JRER IR R UL RS, A SN 1A A
T UEGE ) B TR SR, R SR AR, 15
Iy Gt a1, IS SR sl AR vh e 0 Bl
ETT KRG I o B0 A AN R B 1R E
(B T7, AR 1 BB aiskms i, Jfieit 7
F£T Deep-CFR ML & SRMS MRS S8
RN, PrifERE IR SER TR E, K
IR0 RE 0 98 e 7, B ST 1) >R S
Hahtt. T8 A — LA B X5 13
YE=sIa], AL RER MRS o

Bk

[1] SPITZNER L. Honeypots: tracking hackersiM]. Reading: Addi-
son-Wesley, 2003.

[2] WAGENER G, DULAUNOY A, ENGEL T. Self adaptive high interac-
tion honeypots driven by game theory[C]//Symposium on Self-Stabilizing
Systems. Berlin: Springer, 2009: 741-755.

[3] HAYATLE O, OTROK H, YOUSSEF A. A game theoretic investiga-
tion for high interaction honeypots[C]//Proceedings of 2012 IEEE In-
ternational Conference on Communications. Piscataway: IEEE Press,
2012: 6662-6667.

[4] EHS, Miliz, FEREH. —FhIET 2 BOShmi S SDN S5 B,

5 B2 4, 2021, 21(1): 27-40.
WANG J, YANG HY, FAN C Y. A SDN dynamic honeypot with mul-
ti-phase attack response[J]. Netinfo Security, 2021, 21(1): 27-40.

[5] WAGENER G, STATE R, DULAUNOY A, et al. Heliza: talking dirty
to the attackers[J]. Journal in Computer Virology, 2011, 7(3): 221-232.

[6] PAUNA A, IACOB A C, BICA I. QRASSH - a self-adaptive SSH
honeypot driven by Q-learning[C]//Proceedings of 2018 International
Conference on Communications (COMM). Piscataway: IEEE Press,
2018: 441-446.

[71 MNIH V, KAVUKCUOGLU K, SILVER D, et al. Playing atari
with deep reinforcement learning[J]. arXiv Preprint, arXiv:
1312.5602, 2013.

[8] PAUNA A, BICAI, POP F, et al. On the rewards of self-adaptive IoT
honeypots[J]. Annals of Telecommunications, 2019, 74(7/8): 501-515.

[91 DOWLING S, SCHUKAT M, BARRETT E. New framework for
adaptive and agile honeypots[J]. ETRI Journal, 2020, 42(6): 965-975.

[10] SURATKAR S, SHAH K, SOOD A, et al. An adaptive honeypot using

Q-learning with severity analyzer[J]. Journal of Ambient Intelligence

and Humanized Computing, 2022, 13(10): 4865-4876.

[11] PAWLICK J, ZHU Q. Deception by design: evidence-based signaling
games for network defense[J]. arXiv Preprint, arXiv:1503.05458, 2015.

[12] PAWLICK J, COLBERT E, ZHU Q Y. Modeling and analysis of leaky
deception using signaling games with evidence[J]. IEEE Transactions
on Information Forensics and Security, 2018, 14(7): 1871-1886.

[13] ZINKEVICH M, JOHANSON M, BOWLING M, et al. Regret mini-
mization in games with incomplete information[C]//Proceedings of the
20th International Conference on Neural Information Processing Sys-
tems. Piscataway: IEEE Press, 2007: 1729-1736.

[14] BROWN N, LERER A, GROSS S, et al. Deep counterfactual regret
minimization[J]. arXiv Preprint, arXiv: 1811.00164, 2018.

[15]RUY Q, WANG Y F, LI J E, et al. Risk assessment of cyber attacks in
ECPS based on attack tree and AHP[C]//Proceedings of 2016 12th In-
ternational Conference on Natural Computation, Fuzzy Systems and
Knowledge Discovery (ICNC-FSKD). Piscataway: IEEE Press, 2016:
465-470.

[HEEEIT]

wmie (1976— ) , %, JdbERE A,
i, FEZETRERSEHE®, EFEMA TN
48 424 E B AR

EIEE (1998- ), B, bR, B
ETERFEW A, FEIR T MM L%
A4, EHE. IR %,

MK (1982- O , B, WELEAN, 1#
+, BEETRERFEHR, EEFARTTRN
BRA 5 UG PIZ . 4% = B4
X 2% 2% [ 22 5 3 B 5

SKESL (1979- O , FH, WWERFEA, 1H
+, FEELEREREE, FE T W
Vol o =g



	10-220478-‰=N.pdf

